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(54) NETWORK MANAGEMENT METHOD AND NETWORK MANAGEMENT SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a network 

management method and a network management system i 
for managing a network with an independent address 
system of a plurality of points from a one place in a 
unified way and capable of managing it when addresses 
of management object apparatuses are in duplicate 
between the points. 

SOLUTION: The network management system 1 
manages an integration of a point ID for uniquely 
identifying points 2a, 2b and private IP addresses 
provided to communication apparatuses 21 1a,... or the 
like as a management apparatus address. In transmitting 
a packet to each of management object apparatuses 
21 1a to 213b, the system 1 creates a SNMP (Simple 
Network Management Protocol) packet to which the 
management apparatus address is set, capsulates a 
transmission packet resulting from attaching a header to 
the SNMP packet by using a tunneling protocol, and 
transfers the result to the Internet, and gateways 22a, 
22b decapsulate the capsulated packet to extract the original transmission packet so that the 
transmission packet can reach the management object apparatuses 21 1a 
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^btffct^fcl'a^BTKl'^kLT'gaU B«fB® 
a^BTF^XJrfflv^T^'^-y J- & £ k K«k 

2 ] areas i ea«o* * h y-^«ttrttic 

fcwt, fJlEfaMa^S^^Wie^MLTJi:, SN 
MPy^-y hcOr equest— i d;*:?;* — ^ICB'JIB 

<7ygmifim&n.fr h <7>i&gx'& h *»*— scaia w s z 

r-fe/MfcLT&flU ffit:SllLfc*7t;my^7 h 

its*? h7-?tiy^f a^^t, B'jiesa^rt 
^aw^sw^att$fi&ieitr^#i5i:. maws. 

B^srh'^xkL-cia-r-s^Sfc, BtrfB^a^Br 
t, mMwrni^wt commix*) , ffiimmmmz 

A. 

t, mimmttmmunm&ftiz&v&y'vJ^-^ i 
i>*fc k«&Mffi«att«§t»£i^H-sfc*^stsi 

^^_^ g yH^^^^-^.v-^ta^rr^^-y h 

y-^iraeifggBk, im^^^-^ffflBHWfe 

pyN'^r -y b Sr^-T ^afc J: tf»*JR->fc SNMP^ 

* -y b a> tygszim&wi o tu LTtirfE* ^7-?f 

MPSaaSPA^S^K-j^: SNMPA't •/ Mrr^-y ^Sr 
#*LTMfiM-^ -y bSr#J«-r-l»«fflt5«kV r SWR-5^ 
&§nir>y h*'f.SNMPA"^7 h£SX9ttiLB'JfBSN 

MP^aiSKSnmafcfi^ ud p/ 1 pjftaspk , m 



I5U D P/ I P«!aa5*»6»tlR-afcaMS/^ -yhih 

v-nzmm-hymaxwYm-v yv-9&p>9» 

M-otzJjT-tMt^-y -y V<r>1j-7*.Mt*WW\^Xl8& 

j^-vhznviu lbuibu dp/i pjosscfc-is-tsaa 

Srfi 1 a * T-feJWaUlSB k 4 £ k fc^MS k ~th * -y 
bV-^Wa^f-A. 

[0001 1 

^tfcCBBU WzmknUtklztflEth*"' YV-?* 
— SiJ9r<D*>y hy-^^a^r^fe^f v9—*i ^ 
^t-c-TtW^^ai"^^^^'" hv-^«a*& 

[0002] 

[&#<?}&*] j£^«0^-y hV-^SE»^#l=J: 9 • 

#V\ 7^-y7t-t'X7nAM/(fiiT, MSPk 
«rr i ) k of &'ix &n*ffl**±«5Sfc* » 

a £ r *? v v - v y ^ L £ v ■> k v o — — x** ifj £ -5 x v 

S. MSPJi, £ix^^-y hV-^^aOT^hV-v' 

[0003] £c7)i 3 -fi»5r3&»fe-JSfC*«ja» 
* -y h V - i? 5r «a-f 4 k LT, Wi. 
tf^gB^F 1 1-862 2-§-^$BlciB«$tX.^ h<W*> 

[0004] zco-&mzUM2tiK*-v hv-rtmi" 
x^a, meiZT^txoiz, ^Mj^-^mtm 

ibco-ty? 1 0 0 k , Mj£2 0 0 ai>ilX2 0 0 b k . 
0b3&^«^$ilT^S. 

[0005]ty^l00 Wi, ^»!L-S^aWf8S:fB 
mt&*>* IBISES 10 2. ^«ji5[OfiW«*kia* 
SBKSn, -fe^ ^IB«^E 1 0 2 tE«S*ifcfl®1WI 

i l z^^x±m^<^M^wth j zv9^^w.\ o 

l^lEB^ix. M200a, 2 00bt:li;, «-SH^ 
^7hV-?^flt?-§fS*2 0 1a, 20 1b, 

0 2b# J Kg£*rCV->i>. 
[0006] fiW«*20 1 a, 201bli, 

-^<o«a*s*t«; tt a»jfii<o«H58e«ei«2 o 2 

a, 20 2bO«affl#^«#mi.4kfttC L -fey^^ 

m^si 0 1 izftLx^mmmn^tt®*7K-f : T-? 

*3i«0l83Oa. 3 0b&^tTiMfflt, -fe>^l£« 
HB1 0 1 Ji, jtfiLfc-r-^tcftoT-ky^ffittSSa 

1 0 2<v < gmfimt:m%m*.z>z±izx*), 
giioi o^amTt^Ttf^o, 4M&<7>*-v hv- 

m£iW$*w&ii-r&tzMzmw.i dz&mlx^&. 
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[0007] 

%f*Wffl?htzibcr>^.m. I D t LT I P (Internet Prot 

ocoi) TFuxtfmmzti&tf. mm^^mmzmttz 

t * y b T? — 9 iz K ^XcDfrW—OT b' UXXt> h tz 

*>, mm^mtm^htTy-f^-b i prvvxtt 
wstthiymifiibh. Ltz^x. jb»Lt*7hv 

[00083 *»!H<oiWMt, JJEHHjSi£»8W-&;fc 
»K«:S<x/£fc<?5t fc , Mfcco8^<7)* y r-7-?£-@ 

& i S-fr^: Ltz* >y r- V-? «3:fri£i3 

[0009] 

[ mm tmm- h tznco^m. i xmix-it , mwm& 

X, Z-HAAco*"/ b 1 7-7£ t gm-f2>* y bV—9 i em 

mm-tMmmmm^mi-t^fzMz, m&z-mzm 
mtzmjn iot, mm&wmztts-z tix^hvy^ 
^.-b i PTbuxt*isb j etzi><?)Z f mmsTbu 
xtLxmrn-rz. rntio, mmmw.%?z-mizm 

i o o i o ] t tz , <mttmmmzm-& f mmw<vm 

y^ y b £ r- 'J >tTTa b Mtt£. I P s e 
c (IP SECurity Protocol) ) ^L2TP (Layer 2 Tun 
neling Protocol) 30 ^fflV^T^T-fe/MfrrS d t lZ 
£9, 77-f<-MP7Kl/X^^ 7 hJ>fy 

b^mmL,. y-bVx-Jiz&^xxy'-kuwt 
immLXTccDmmy^yb^mm-rztizx'o. a 
mmMMmm^m.m^ir'y btmsmmt-tz. 

[0011] Z<Dt # . *y h V-^^Si'X-fAti. 
BUfB3*fIy^-y SNMP (Simple Network 

Managemenr Protocol ) J^7~ -y b<7) request — i 
dy*yX-?<vmt LT, JtaUfclPISSarT M^S: 
l££LTfc<. 

[00 12] SNMPA7»/^request-id 



mm^tT- y bzmm-tzmz, ^7h7-;tiyx 

t&IBJi, £<Rtffi£lKgy-^yr-?)re quest 
- i d;iy*-fl,Zi&%.LXmm-th<DX', *>y bV- 

C7)4><7>r e qu e s t - i d^* — ?<y)<I5:#!fg-f & 
[00 13] 

•yfrnx-foh. 

[00 14] I^7b7-?yXfA«, -Wmfrl> 

^sn*<^ *7h7-?* — Tfwmi- h fz#><D * . y h v - 
<m£i/x j rAib4y?-*vbk$m&mm®m3 

t,M2a, 2bfc-f >?-*>y bb^^Mm^im 
4a, 4bfc3&»feflW£t»itTV^. 
[00 15] ^7W-^ffyXfAltt *a*J* 
fc£S#8L£<OF*ia5*-y h7-? Sr«jftLTV*4iH38i 

mmt^ fz<&mmmw<?><gmtfffl£im^z>w®ft 
wizmawi it, mii i mmgi3imzm%ii-thtzibco 
tigtr h' ixx ^^a-r-g. r k uxmrnim^m. 1 2 

U~^{Cji»-r'l»^-y hV-^^StltggSl 3t , ^-y 
hy-^^S«tgSPl 3K<mtft->tSNMPM 
^•y hSr4ifigLTUDP/I P^SSSl 5(c«Lfc"5. 
UDP/I P&UISBl 5*^SftSX-5 7tSNMPy^./ 
b*^^^tf^2:]R0ffiLT^-y hV-^*S^tga5 
1 3(cjgLfc9-fS*&3£ff-3SNMP*0«Sn4i:, 
SNMP^SSPl 4*^S(tlZo7tSNMPyN*^ y hiC 
UDP (User Datagram Protocol) 'sy^^I P^-yjT 
mZtt-5-LXmmy^ >y htfl*U:0 , y^T-b^a 
SP1 6*^S»tBX-5JtJi£?g:y^-y hKSNMPA-7"7 
h 0 tB LT S N M PWagP 1 4 Lfc 0"T h%m 

?rff9UDP/i PMaaei 5t, udp/i pmssp 

1 5 *»^>^{tffio^iHfiy^ . y h $■ h y^. >7'Ta h 

O^r-byHkLT-f y^-^-y h^iiimLTt: 
0 , y^— *-y h*»4>S»tlX-?/v:^7*-fe/Hf^y N 
mr-fc;Ht5r^LTJiE¥y^-y h^JXOasL, UD 

p/i p^agpi 5icjgL?t:o-ri.5aa^ : iT3^T-feyu 

JftaSCl 6 fc£JMiiLT^S. 

[00 1 6] 8!L'S2a, 2b(i, ft^rtSSO^-y N7- 
;21a, 2 1 bt, 8!L*F*lSPO^ y bV-72 1 a, 

2 l b t M£3mco* y h -7-7 (f 5r;b*> , 
*7h) t^+i^tT3y-b7x'(2 2a, 22 
bfc£H(iLTV^„ 5r*3, y-h7i^22a, 22 
b (i , * y h 7-;tIyXfA 1 tf&m~t h b *J 
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[0 0 17]|tSl»i»)*Th7-?2 1a, 21b 
(4. *-y hV-^'gav-Xf-AlOfSM^fc^SMfl 
Ha^2 1 la, 212a, 213a, &XV2 1 1 
b, 2 12b. 2 1 3b*>£>flfj£$*rCV^ («S_b. 
0B± (c (iilfi^a^ $r b (C 3 oiS t T v % 4 

[001811211 JJEBlfcfWHfcLfcttfrc. * 

X, Pttr9-^<— M PTKW.*££6L/CV*4. 
[00191*7 b7-?fiyXfA 1 fcilftEI»3 
t^S, iiitXftll^^'-b^i^ 2 2fcfflft[H]l£4 

k <o» j&c:(4 ■ i p r Yv-xtm^tix 

0, SfL^^'-V^x-^ 2 2k»£l*lgff<Z>* , y h?-? 
[0020] /o-A;w I P T Y w-xteiSIWnHl— <r> 

^—Y I PTVlsXtfMMLX^&'gmft^gMlZ—M. 

ux&ms.Lx^h%&x'i>, 'gmftgg&w.z—w.izm 
WFS1&h-rhi><r>x*foh. 

[00 2 11 rwiaarTKUXttSWW:*). M 
*J^#><W *s-9—*"t b^bTSLiSPWOjIfliiia 
^cr^-feX^4/ii6^{±, £>T$fcI PTYVXb LX 
W&l~imZtiX^&'!r-h 1 ?±'imw <$ffigkW. £ 

[0022] H3ti, * .y^'7-?<g : ^l^X■T.Al<7Xr 
[0023] TV UXffimiW£S. 1 2 X'li, T Y UX 

mmttx, m 3 tc^-r J: a tcv^air vuxsi 

b, $Wfry-h 1 ?x'<TYl'X5 2bZmtiLX^&. 
W$MW.TVUX5 1(4. *7bV-^"R|yXfAl 
fc£Vvr^LT^£«^^a^TKl'X£3tLT 

[0024]$ s>fc*«s*T yvx 5 1 a. «l* i d 

511t, 77^f<-h I P7K1/X5 1 2kA^*§f£ 

* 0 . mid £t§srr tuf ssifflwwa«**-*K 

2(4, Sb£PW)*-y b7-?*1itfW"*3M*HW«= 



[0025] UrtfoT, MID51U, 7*54* 
I P7KW5 1 2k*-&*>*fet><0t^SIBT 
YUX5lb1-&zt&£*), tztxWfmx'y°7 4< 

-mpt vxsxtfm&Lfzw&i-io^x h , mmm 

[0026l?55fe7'-b'>x^7KV-X52a, #SL£ 

H2(C*J»t4y-b'>x>f 2 2tmm\2\W.4t<7) 
IS&coi PTYUX) £r*LTV"*£. 
[0027] ifcfc. #^BJJ(=fcl*T*-y hv-^s^ 
XfAl-fi^, E^2b^7h7-;t#4tl.f 

immt%z>nmmww2 1 1 bt**u *s««<*)R 

JgS-fra^l'-i'a f CBSSWtO SrfliJkLT, 111 
l/C. ^SS^y-h^x-f^^S^TV^S^cOk-r 

4. 

[0 0 28] (1 ) ^yhy-^MSBISPl 314, * 
2 1 1 btc^Lfatfffi^fS^Srfto/i^cT))*^^"/ 
[0029] (2) SNMP5!Ulgffl 414, *7h7- 

?*3*bb»i 3*»fe«*****t. aft^a^2 1 1 

b iztt LX , ^aflHBcotS^SrtfdfcftcOSNMP^y 
7h^«tL. £<0B5t, SNMP^UISBl 4(4, MiS 

gmm 211b co«s^ar visxcomz , s n m p;n° 

^r-y hrt^P^r e qu e s t- i dJ*?* — 7b 
Sg-fS. SNMP^y-7fffl8ft. UDP/I P^JISB 
1 5CSNMPA-77 

[0030] (3) UDP/I PBJ8SB1 5(4, SNM 
PSQSSU 4* 1 ^(tffio3tSNMPV^>y hCUDP 

^. y y, I p^.y^£fln;i&ffiy^yh 

C«0*. UDP/I PS&HSB1 5(4, 5Iftga*2 11 

bcrmmmmrvi/xz, m&i Dtr^ji-hi p 
rh'i/xk(^s i ]t, 4i-«tT»^>n^7*5-f<-h i 

PTHl/XSrillft^'^ y h^ftl PTYVXb LTIS 
^JtMfiy^ y FOffcfSl PTKl^Xk LT* 
. y i^y-^fiy^f AlO/D- A;H P7HUXJ 

[0031 ] (4) Xy-tJlsVm&l 6(4, UDP/I 
PMSSB 1 5 *^^(tffi-3^m«^"^ y h * h 'J ^ 

7*-fe;Hly <^ -y b 5rf^{S;^-?> . 
[0 03 2] Z<?m, ij7-t)V%m%l>l 6(4, 
ffi$gfBiigai 2*^iifiSia^2 1 1 b«flgt7 

t , «SRO»^ btitzHfty- h^s-JTVUXZ* 
7-b^Wt/^7 h<7)5B5feI PTHl/Xt LTt£5£-f 
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y'^MV^y h£4>?-*y h^mmt^. 
[0033] ( 5 ) 3MI ( 4 ) tztowzay-tMBmU 

1 6frt>mmztitz*iy*:Mt^'y y ma. Hfti pt 

[00 34] (6) m^^b^y-Y^^A 2 2b<i, 

ZblzX*), (3) KfcUTfM£ft*:jMfl^v-y 

»*-y h-7-?2 1 bME^-r-S. 
[00 35] (7 ) #jf (6 ) tcfcwcy-h'/x-* 2 
2 b#>t>|*lgM--y 2 1 bM£i££:to«*fi^v- 

a^2 1 1 bcor^^-h i pt vux&mizm-Ju 
x, mm^)v-v^mxmmmmm2 1 1 b\,z$m-t 

[oo36] ( 8 ) iifi§gs^2 nbii, xwro*: 
mm^y hcoftmzm^x e gmmm<r>m.feZft\>\ 
j&g;*y.yh£ftf&Lmmi-&. z<vim;^-y 
hwja^fei PTFuxt Lxa, mm (3) izts^xtt 

*uOvte*y bv-^^a^xxAico^D-ys;;n p 

[0037] ( 9 ) 3MB ( 8 ) l£ti^XmmmW&2 1 
1 b*^i*ffi$iX7t^y^-y MA, M^a^2 1 1 
b £t£5£$ ixT V ^ r y * tV V *r— V V x sDffltcSo' 
WC. la^-hSftty-b^x-r 2 2b(Ciijarr 
4. 

[0038] (1 0) y-b?x>f 2 2btt, gWRo 
t:JS&g'i-y yh£h>*0>7y°v h aMzi <9mtt 

i p^. - y ^gffcft frttm*. t * r-fe;Ntys^. y h 

ZLOM, v-"-h«7x-f 2 2bli, gJtBXofcJ&g^ 
^•y h^5fel PTKUXcTjffl (-r^r*)*>, ^ 7 h'7- 

/Mb^v" y hcOlS^fe I PTYV-Xb LTIS^L, y— b 
«7x>f 2 2b^y^-*7 MBJ<7)^o-y<;n PTK 
PXSr^r-fe;HLy^ y h<7)&fil PTHU^k LTiS 

[00 3 9] ( 1 1 ) ¥H ( 1 0 ) CfcUty-'-h 1 )! 
•^22 b*^3Mfi$ii^*r-fe;Wt;y^ y MA. 5Bfc I 
PTK^t LTiS^$ixTV^^- y hV-^tl-yX 
f A 1 <7)y'n-A';l' I P 7 H W^^lCl^V ^ , MS 
3rrt'-M::J:9*'y h«7-7 ffyXfA 1 co^r-fe^ 

[0040] (12) *T*/\smm& i 6(i, &mLtz 

0, mm (8) Kfcl*TffrS$ftfc*ES^:!r«y b£JR9 

tat. KothL^i^/^ y hSUDP/i p*ojis?i 



[004 1] ( 1 3 ) UDP/I PMSgPl 5JA, ^7* 
*>U>>m&16frt,mm^t:&&y*7--y hfi*t> I pa. 
7 /^U D P'vy 1 0 i< CI 1 1 S N M P;\> 7 

hZWOftL. KOttiL/SSNMPy^-y hSrSNMP 
MfflSBl 4K$g-f . 

[0042] (14) SNMPjaJiSBl 4tA. UDP/ 
1 P^JMSBl 5A^SttEX-5*!SNMP^-y M*KDr 
equest-id (-T3r;b*>, ilflilfiag2 llb« 
*3iSST Kl^X) i b lei 0 , *7h7- 

^fl^fAHJ, ^cOSNMP/^7 ha*8!Li&2b 
<7)*-y bV-^C^-tSiift^B^ 1 1 bA»fctf)j6 
^-C$> SNMP^gBl 4JS, 
SNMPA^ 7 ha^jEftgJgmSrBXOaJU flXOffiLfc 

[0043] ( 1 5) * y h r 7-7<Wfmi£Ul 3«A, 
[0044] 

i pt h i/^^m*rax"fi«LT ^x i> , mmmziM 
mwz-Mizmimmb%&. ttz, wmgtmm.fr t> 

<r>imi,ZttLXi>. *yhV-?<gm>>XTJ>.li, b'V> 

wmmb%&. 

[iai ] *m\<vnm<mm<r>-'m*7F?y'u>v7mx- 

[ H 2 ] I PT H UX (rrtm-WZh i^rf y'u y ^ mX'fo 
[H3] TH^flHBE«ai!lfc:tJV^'riE«$*iTv^ 

[04 ] ^mcomm^mmco-m^i'^-7-yxm 

X'hh. 

[05] ^wmmm<r>mm^-m^^t^-y-^xm 

X'hh. 

[06] hy-^"SSj/Xx^^J5:^-ri« 
^0T'S>Sc 

1 *-y H7-7fIyXfA 
1 1 tStitSfifeit^fi 

12 TKU^WWIEtBSS 

13 h*7-7<gm®MB 

14 SNMP^Sg? 

15 ud p/i p^ase 

16 *r±/wm& 

2a, 2b M.^ 
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21a, 21b &)&lft&<7)* -/ \-V-9 
22a, 22b y-b^x^f 

[01 1 



2 11 a~2 13a, 211b- 
3 , 4a, 4 b jlftUBS 
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